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Check-Out Service 
contactless smart card 
attached to products 



Smart Label 

Label ID = CHECK_OUT.LBL 

Product ID = 4711 
ProductPrice = 4.99 (optional) 
ProdudState = PAID 
AuthenticationKey = k1 



Smart Label 

Lai3ellD = CHECK_OUT_LBL |*- 
ProductlD = 4712 
ProductState = PAID 
AuthenticationKey = kl 



Smart Label 

Ubel ID = CHECK_OUT_LBL 
Product ID = 4713 

ProducH^ce= 1 .99 (optional) 
ProductState = UNPAID 
AuthenticationKey = k1 



Check-Out 
System 



Theft Alarm 
System 

Report unpaid items 



User Interface 
to Customer 

Display total price. 
Select/confirm payment 



optional 

Payment Services 

e.g. contactless 
smart card 



Check-out 
System Logic 




Contactless Smart Card 

Ubel ID = IBM_BADGE 
EmptoyeeNumber = 081S 
EmployeeName = MQIIer 
AuthenticationKey = K2 



Contactless Smart Card 

Label ID = M)4.oyaltyCard 
CustomerNunnber= 0815 
CustomerName = MQIIer 
AuthenticationKey = k2 
Account=430DM 



e.g. contact card 



Current 
Customers 
Payment Possibilities 
current. 

Customers invoice IBM. Employee 0816 
Product 4711 . 4.99 M>4-oyaityCard. Cust. 081 5 
Product 471 2, 1 2.66 Geldkarte, CrdHolder 81 7 
Visa Card, Card No 0815 



Smart Card 

Lat)el ID = German GeWkarte 
CardHoldetNumber = 081 7 
CaidHolderName = MQIIer 
AuthenticationKey = k2 
Account=430 DM 



Magnetic Stripe Card 

Label ID = VISA card 
CardNumber= 0818 
Expiry date = 01/00 



FIG. 3 
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Smart 
Label 



Check-out 
System 



Communication 
Startup 



^ Send continous Radio SignalQ 



SerrilD(Check Out Label) or sendATR or equivalent 



Recognize 
Smart Label 



CASE1: 

Product is already 
paid 

CASE 2: 

Product is not paid 



RespondState(PA)D) 



- RequestProductlnfo 0 



ResponseProductID (4711 . 4.99 $) 



^Perform AMenticathn Protocol 



(u^g Authentication Keys and algortfims, e.g. DES. RSA ...) 
, SetPaid () 



Remember 
LabeilD 



Add to invoice and 
inifiate payment 
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Phase 1: 
Detemune list of 
purchase gootls 



Phase 3: 

Change state of goods to paid 
and inactivate Alarm System 



F1G.5 



